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1 Introduction

Welcome to the GSMA Fraud Intelligence Service User Guide.

This document serves to help prospective and approved GSMA operator member

organisations to understand the process and resources required to use this service.

1.1 Overview

The GSMA Fraud Intelligence Service is a global platform, curating fraudulent
telephone numbers and relevant IR.21 data collated from multiple primary sources —
including our operator members. The platform enables real-time data exchange, as
well as quick interrogation and validation to prevent costly network fraud. The system

resides in Luxembourg, hosted by our service partner, RoamsysNext.

This User Guide begins with the free entry level of the GSMA Fraud Intelligence
Service, High Risk Numbers, which is limited to three users per company account. It

then moves on to describe the Full Service that’s available on a subscription basis.



2 Getting started

2.1 Log in for the first time

Once users are approved by the GSMA, they will be emailed their temporary login
credentials from RoamsysNext, to access either the full GSMA Fraud Intelligence

Service or the High Risk Numbers free entry level, for the first time

If the username and password does not match, the system will display an error:
‘Invalid Username / Password’.

. FAQs Helpdesk Login

Copyright ® 2021 GSMA | Legal d by RoamsysNext

Figure 1: Login page

On successful authentication, the system will log in to the appropriate area of the
platform. Either the Full Service or the High Risk Numbers overview page will be
displayed.



2.2 Reset Password

Forgotten or lost your password? Reset it by selecting the Reset Password option
from the login screen.

e Go to the Fraud Intelligence Service login page.
e Click the Reset Password link displayed below the login form
e Enter your username and click “Request a new password”
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Figure 2: Reset Password

Once you submit the information, the system verifies the details and sends the reset
password instructions, along with a link, to your registered email.

After you have activated your account, for return visits we suggest you bookmark your
Login page at either


https://fis.gsma.com/

3 High Risk Numbers Service
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Figure 4: High Risk Number Service Page

The High Risk Numbers tab gives you a view of all the reported fraudulent numbers
across multiple sources. Though the tabs for the full subscription service are present
on the horizontal navigation bar, they are not active.

3.1 Submit High Risk Numbers

There are two ways to submit high risk numbers:

e To add numbers individually, click the Add numbers button on the
bottom right of the page. A pop-up window will open for you to enter
all required information: number, Fraud Label, status, Source TADIG
and an optional comment.

e To add numbers in bulk, click Add in bulk and use the template
provided to import large amounts of high risk numbers. Download the
template and populate it with the relevant data you would like to share,
and then upload it back into the system. If there is an error with the
data, you will be presented with a summary list of the issues found.
From this, you may Download an error report or cancel import from
the navigation bar at the bottom of the page.



3.2 Columns

Click the Columns button, to hide/unhide any columns. Below is a list of all the
categories you can use to filter the high risk numbers:

Read Date added Last update Status Number Range Country Labels

Last comment Source country Source organisation Source TADIG Sightings Last sighting

Figure 5: Columns

Use the Read column to keep track of all the fraud numbers you have viewed. Tick the
boxes and click on the Bulk edit button to change the status of a number. You will
now easily notice the new fraud numbers as Unread.

Date added Last update » Status Number Country Labels Last comment

Any Numt Country o

Add numbers

Copyright© 2021 GSMA | Legal Powered by RoamsysNext

Figure 6: Mark Unread to Read

All columns can be filtered to find the information you are looking for. For example, try
to look up recent High Risk Number alerts to your home country/network numbers.
Use the Date added and Country or Number column filters to find if your
country/network numbers have been under attack.



[ Read Date added Last update » Status Number Country

n v Last update Any Number Country
O [ Unread 2021-02-12 v x
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Figure 7: Filter on Date added

You can also view when an entry has had its Last update. This date will be used to
understand which numbers need to be marked as obsolete. All reported high risk
numbers are automatically attributed a Status. The categories for this are as follows:

Status Description

Pending A number or range that requires approval before publishing.

Operators that have seen fraudulent traffic and have reported the numbers
Active and ranges.

Numbers that have been removed from the active list at the request of the

Excl
cluded number or range owner.

Obsolete  Fraudulent numbers that have not seen any activity in the last 18 months.



You can directly edit or remove the numbers added by your own organisation.
However, if you find that your home network numbers are listed in the High Risk
Numbers page and you know the numbers are wrong, or you notice any other error,
click on the “Report issue” link in the rightmost of the row.

Read Date added Last update » Status Number Country Issues Labels

v t updat Any v Country v

Unrea 2-05 C L E& United Kingdom
& R 2019-12-05 2021-02-05 Bl Talwan, Province of China

121-01 01-27 B American Sary

Figure 8: Report Issue

The Country column identifies which country the number belongs to and is
determined by the Country Code (CC).

Search by Label (e.g. Wangiri), to find relevant fraud alerts. Labels are assigned when
the High Risk Number is uploaded.

To see more info on any given High Risk Number, add a label or leave a comment,
simply open its detail view by clicking directly on the number (or on the “details” link).

Last comment gives you the date the last comment within the details of that entry
was made.

The next three, Source Country, Source Organisation and Source TADIG code all
relate to the organisation that submitted the HRN entry.

The Sightings column is a tallied number of all the sightings for that entry, the Last
Sighting gives you a date of when this entry was last seen in a fraudulent event.

3.3 Views

Click on Add view to save all selected column filters as a bookmark. Simply click on
the saved bookmark the next time you visit the page and apply all the previously



selected filters with one click. Or save the selected filters as a default view to be
displayed every time you return to this page.
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Figure 9: Add view

You can set different views of the columns you have visible. Click Add view and it will
appear under your Saved views.

3.4 Details Page <O

n !.I I‘L‘ ntelligence Dashboard High Risk Numbers Mobile Number Ranges MCC/MNC Operator IP Ranges AP
Service

High risk number details for 12462598012

b= n

Reports Labels
Community Fraud label
Date added Last update Status Country »bal label
2021-02-23 2021-02-23 M Barbados

Comments

Sightings

1sighting Add sighting

Reported by GSMA 23 February
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Figure 10: HRN details page
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The Reports section covers all reporting of this number as submitted within the
community.

You may upvote on Sightings within this page.

Your comment will be shared with all users of the platform, by clicking Add global
comment button to share your findings.

Comments

Figure 11: Add Comment

3.5 Download High Risk Numbers

Users may download a list of the High Risk Numbers monthly via CVS or Excel by
clicking the related format via the Export button at the bottom of the page. The export
works on a “what you see is what you get” basis, so if you filtered results only the
visible entries will be downloaded.

3
Dashboard High Risk Numbers Mobile Number Ranges MCC/MNC Operator IP Ranges API Alerts n

High Risk Numbers

! ared quickly and widely with ol nity
Add view eeece occcee

] Read Date added Last update » Status Number Country Labels Last comment
v Any C

2021-01-29 2021-01-28 enmark
A Addnumbers
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Figure 12: Export High Risk Numbers
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If you would like to download the numbers more frequently, you will be required to
contribute. Then from the time you contribute, you can download the HRN once within
the following 24 hours.

To download High Risk Numbers more frequently, we ask operators to contribute their
data on a more regular basis. For every contribution made, you will be able to
download your picked numbers within the following 24 hours.

The full subscription services offers access to the High Risk Numbers, 24/7,
irrespective of your contribution. Email: for more
information.

12
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3.6 Notifications

Alerts are signposted above the GSMA Fraud Intelligence Service top horizontal

navigation bar within red boxes. The number in the red box appears over the HRN tab

to indicate the number of updates or unread entries posted since the user last

checked into that area.

TIP — on first entry to High Risk Numbers, you may mark all, as unread, so new

entries are highlighted and obvious to you when you next log in.

.ngg"m“geme Dashboard n Mobile Number Ranges MCC/MNC Operator IP Ranges APl Alerts n

High Risk Numbers s
Notifications @

Welcome to the home of all reported high risk numbers and ranges. Simply click the add-button to

risk numbers with the community. Please provide your information within the first 24 hours of detel
& Show notifications 4 -
of this Inteligence Increases when It Is shared quickly and widely with our community.

Read status set
] Read® Date added ¢ Last update » Status ¢ Number © Country ne entr
v Date added Last update Any Number Country
O [ unead 20210129 2021-01:28 Active \5233634345345  BDenm
High risk numbers deleted
O [ unead 20210129 2021-0127 @ Punding 346423634 B Amer Ty i "
0 € read 2021-01:28 2021-01:27 @r ) 245363234 B Guine
@ 3 Unead 2021:01-28 2021-01-27 @ Pending 345346346
0 6 resd 2021-01-29 200-01-27 @
0 QFresd 2020127 202027 @ Pending 4356424234 =Austrii
Bukeon & Export &

Figure 13: Notifications

The red box, to the right of your organisation name, flags the notifications that inform
you of the following types of actions: update labels, add a comment, delete a
comment, etc.

Within the notifications box, you can choose from the following options:

Notifications E'

& Show K Hid 2 Use deskrop

notifications

Figure 14: Notification options
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3.7 Helpdesk

For technical or data-related support, there’s a contact form on the helpdesk page.

H‘A:.“ i Intellig Dashboard  High Risk Numbers  Mobile Number Ranges  MCG/MNG  Operator IP Ranges

No fi

ttached
-« Send request

Copyright © 2021 GSMA | Legal Powered by RoamsysMNext

Figure 15: Helpdesk Message Form

For any further questions, please contact the Fraud Intelligence Service team using
the following email:

14
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4 GSMA Fraud Intelligence Service Full Service Access

The following sections are accessible for users of the full subscription service:

e Dashboard

e High Risk Numbers

e Mobile Number Ranges

e MCC/MNC

e Operator IP Ranges

e API

e Settings & Administration
e Report distribution

e Helpdesk

Overview of Partner
Network details (IR.21)

15



4.1 Dashboard

The dashboard functionality allows you to get an overview of your database, and
monitor reported fraud numbers as well as IP (Internet Protocol) range threats on a
world map.

All information is customisable and can be configured by each user. To customise any
dashboard gadget, click on the pencil icon. There you can apply heat map settings,
and choose if the countries who reported the fraud, or the countries of the called fraud
numbers itself, will be visualized on the threat map.

High Risk Numbers Mobile Number Ranges MCC/MNC Operator IP Ranges

Dashboard

Analyse traffic fraud data quickly and easily with filters and visualisation tools. All gadgets are custemisable to your

needs including exporting your results for further cross-examination

.‘.,.—~—|i(.|:'ﬁ

not used in IR21

Copyright @ 2021 GSMA | Legal Powered by RoamsysNext

Figure 16: Dashboard
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4.2 High Risk Numbers

7
Dashboard High Risk Numbers Mobile Number Ranges MCC/MNC Operator IP Ranges

7 High Risk Numbers

High Risk Ranges

The Full Service includes everything mentioned in the High Risk Numbers service
(see page 6), plus all the following.

4.2.1 Verification checks

Each reported number is checked automatically against the GSMA IR.21 database to
detect if it belongs to any of your partner networks. “Partner range match” warning will
be displayed in the Issues column if a match is detected. This can speed up blocking
of the fraud numbers and ensure that valid partner network ranges will not get
blocked. You can also define CC/NDC priority ranges in the administration to get
“Partner range match” warnings.

See the Checks section on details view to find all the matching partner networks and
subsections where the range is defined. E.g. to discover hijacked MSRN ranges.

4.2.2 Private comments and labels

You can use private comments and labels to share information only with colleagues.
You may add additional Labels within the details page. For further information on how to
create labels, please look at the settings page.

4.2.3 Download High Risk Numbers J
o

The full subscription services offers 24/7 access to the High Risk Numbers,
irrespective of your contribution. Please refer to page 13 and the High Risk Numbers
Download section to understand how to perform this task.

17



4.2.4 High Risk Ranges

In addition to the High Risk Numbers overview there is a High Risk Ranges overview
that shows a summary of all high risk numbers per range. The High Risk Ranges
overview can be reached via the dropdown menu in the main navigation bar or via the
link in the Range column.

18



4.3 Mobile Number Ranges

Dashboard High Risk Numbers ~~ Mobile Number Ranges MCC/MNC Operator IP Ranges

The mobile number ranges page displays all partner network number ranges from
IR.21 documents. If suspicious traffic from a particular number is detected, the source
operator and history of the number range can be investigated.

This section allows you to:

e View number ranges and Global Titles from IR.21 across your partners.

e View each number range record for data conflicts, and compare against
reported fraud alerts.

e Run customisable duplicate checks across your partner network documents.

See the Issues column to find all the validation check results, and if there are, any
matching fraud numbers reported that fall under any given number range.

Go to Detail view to see more info for any given number range, add Label or leave a

Comment.
Mobile Number Ranges MCC/MNC Operator IP Ranges n

Dashboard High Risk Numbers

Mobile Number Ranges

es()eee esseese e
Advanced Table Filter Connection type: A »wn TADIG code: Any - Direction: Any - Service: Any - Status Any & ©
Effective @~ Country Operator TADIG code Tags ccB+ NDCB* SNrange
Country Operator TADIG Any network tag C NDC
EE T O ) remium || @ U} Uf
== K Y T RA [ A Al Sremium || @ UK

Figure 17: Mobile Number Ranges
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4.4 MCC/MNC

Look up mobile country codes, mobile network codes, MGT ranges and EPC realms.

Dashboard High Risk Numbers \/ Mobile Number Ranges MCC/MNC Operator IP Ranges n

MCC/MNC

Addvlew e(Deee veee e

Advanced Table Filter Connect tyf

Effective @+ Country Operator TADIG code MCC/MNC Tags MGT CC/NC mMsI B+

Country
8  Si3United Kingdom  ***Test RAEX Operato M 23 456 Premium | (@ Ut

E@United Kingdom  ***Test RAEX Operator A M 34 il (e Ur

Figure 18: MCC/MNC

Under this tab, IR.21 data across all of your partner networks can be accessed,
including:

e Look up MCC/MNC aka IMSI (International Mobile Subscriber Identity) ranges
across all IR.21 sections.

e Find and report EPC (Evolved Packet Core) realms and APN’s of data
roaming partners.

e Use MGT (E.214 CC/NC) column data to validate inbound roaming service
configurations.

e Find sub range IMSIs if specified in IR.21 document.

4.5 Operator IP Ranges

The Operator IP Ranges page provides an overview of mobile operator IP ranges,
together with IP look-up and data validation results.

e [P ranges from all IR.21 sections across all your partners.
e |Plook-up results that are updated daily.

20



e Each IP address is validated against threat feeds.
e Customise duplicate checks across all your partner networks.

See the Issues column to find all the checks results. The red cross indicates issues
that match to this record.

In the first MCC/MNC column, IR.21 document owner metadata is shown. This is the
first and main guide to follow. An additional MCC/MNC column is provided based on
the IP look-up results. It displays the operator who has registered the IP range
(displayed only if matching operator and MCC/MNC is detected).

4.5.1 Details Page @

To see all available information on any given IP range record, open the details page
by clicking directly on the IP address field (or on the details link). In the upper left you
can find all the subsections where this IP record is listed in the IR.21 document.
Expand the Checks box below to find all the validation check results.

e On theright-hand side you can find all your commercial connections with
the partner network.

e Find the full details of the IP look-up results: ASN (Autonomous System
Number) information and exact location on the map where the IP is
registered.

e You can add Labels to each record. Private labels will be visible to your
home organisation only.

e Leave aprivate Comment to users in your organisation.

TIP: To find all the GRX IP backbone ranges from all your data roaming partner
networks filter the report by the Subsection: “Connection to inter-PMN IP backbone”
and tick only the data services in the Connections column filter (or click on the
Advanced Table Filter pencil icon above the table to define more granular footprint
filters).

21



TIP: To share data or continue analysing it offline, click on the “Export” button in the
lower left corner to export data from any overview as Excel or CSV.

By default, information from the most recent IR.21 document is displayed. To look up
historic data from obsolete entries, you should first unhide the Ineffective column to
define the time periods of the data archive that you would like to view.

Dashboard High Risk Numbers Mobile Number Ranges MCC/MNC Operator IP Ranges

Operator IP Ranges

. LA L LR J LA J
Advanced Table Filter Connection type: An vn TAL nv - Direction: Any ——
*e e LR N J

Effective @+ Country Operator TADIG code MCC/MNC Tag IP country EVU

fective Country Operator Al [ P country

21-01-26 EB United Kingdom ***Test RAEX Operator A ROAM No

v
21-01-2¢ £ United Kingdom **Test RAEX Operator A ROAM 123 45¢ (T’ 4Canad N
1 < | per ) oa i[s]
= ur i [e] per ! =
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Figure 19: Operator IP Range — Filter to look up obsolete entries
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4.6 API Access

The API delivers all information that is visible in this application. It is available for all
subscription GSMA Fraud Intelligence Service customers, all the technical data you
require is in the GSMA Fraud Intelligence Service APl Specification document,
available through the

There are API calls for each main section of the application:
e High Risk Numbers
e Mobile Number Ranges
e Operator IP Ranges
e MCC/MNC

For each main section, there are three API calls (more to come in the future):
e metadata: get metadata (e.g. status values, labels or fraud types)

o all: get all items (e.g. fraud numbers, IP addresses)

« Find By___: getinformation for a specific item (e.g. a single fraud number or IP

address)

For high risk numbers there are additional calls to add, delete and comment on high

risk numbers.

23
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4.7 Alerts & Notifications

Alerts are signposted above the GSMA Fraud Intelligence Service top horizontal
navigation bar within red boxes. The number in the red box appears over a specific

tab to indicate the number of updates posted since the user last checked into that

area.
Fraud Intelligence o
Service 0 High Risk Numbers Mobile Number Ranges ~ MCC/MNC  Operator IP Ranges
Dashboard

Notifications

Analyse traffic fraud data quickly and easily with filters and visualisation tools. All gadgets are customisal
including exporting your results for further cross-examination.

High Risk Numbers World Map (2 () IP address fraud world map 2 [ High risk numbers saved
Your high risk numbers have been saved.

Monday., 25 Jan at 15:45

Source TADIG code does not belong to your
organisation

oes not belong to you organisation.

Updated sighting information E

Your sighting for this high risk number has been removed.

Copyright € 2021 GSMA | Lega

Clear all notifications

Figure 20: Notifications

The red box, to the right of your organisation name, flags the notifications which inform
you of all the actions taken on the platform. You can clear your notifications by

clicking the blue button at the bottom of the box.

Within the notifications box, you can choose from the following options:

Notifications E'

A Show JK Hid d Use deskrop

notifications notification: notification:

Figure 14: Notification options
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4.8 Settings & Administration @

L [L“?‘;CLWF ligence BEELLLETG High Risk Numbers Mobile Number Ranges MCC/MNC Operator IP Ranges
EEVA Sorvice
Dashboard

Analyse traffic fraud data quickly and easily with filters and visualisation tools. All gadgets are
customisable 10 your needs including exporting your results for further cross-examination

Figure 22: Administration

4.8.1 Settings

The settings page allows you to customise your personal start-up page, from any of
the tabs as options.

4.8.2 Administration

ADMINISTRATION Private labels

Checks Ma
_ Label * Description Color
Rep! distribution
hecke: d appropriate act s taken int jreen

* eel import m

+ Add label

Figure 23: Private Labels example

Here users can change the behavior of the application.

Checks:

e Define CC/NDC values to check if high risk numbers fall under priority
number ranges.

e Allow duplicate checks look for IP address and number range duplicates.
Exceptions from the duplicate checks can be allowed.

e Limit IP address duplicate check based on specific subsections. To
focus on relevant issues you can limit your duplicate check compare
base, e.g. compare only backbone IP address ranges.

25



e Limit number range duplicate check based on specific subsections. To
focus on relevant issues you can limit your duplicate check compare
base, e.g. compare only GT (Global Title) number ranges.

Private labels: Manage, add and edit

Report distribution: Set reports to be automatically emailed or uploaded to a remote
server on a custom schedule. You may also define reports that are based on any view
that has been saved on a supported page.

Sharing group definitions: Have a look at the sharing groups and define additional
sharing groups to reduce duplicate checks only to relevant issues when operators
share the same number ranges and IP ranges.

26



4.9 Helpdesk

For technical or data-related support, there’s a contact form on the helpdesk page.

H ‘A :.“ ; Intellig Dashboard High Risk Numbers Mobile Number Ranges MCC/MNC Operator IP Ranges

No fi

ched
-« Send request
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Figure 15: FIS helpdesk

For any further questions, please contact the Fraud Intelligence Service team using
the following email:
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4.100rganisation Roles

Overview of Organisation Roles:

Role: Assign user roles Submit Edit Read
Main Contact X X X X
Edit X X X
Read Only X
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